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AGENDA ITEM
TBD

Date: May 19, 2021
Council Action Date: June 07, 2021

TO: Honorable Mayor and City Council

FROM: Alex D. Mclntyre, City Manager
Michael Coon, Finance and Technology Director

SUBJECT: Review Information Technology Strategic Plan

SUMMARY

The City of Ventura has completed the first comprehensive citywide Information
Technology Strategic Plan. This five-year plan will act as a living document that can be
adjusted annually by the IT Governance Committee. The plan was developed in close
collaboration with ThirdWave Corporation and City departments. The plan articulates a
vision and a roadmap for the effective use of technology, and staff is confident that this
plan will help support the complex work of the City.

RECOMMENDATION

Review and approve the Information Technology Strategic Plan and Roadmap completed
by ThirdWave Corporation in collaboration with the City of Ventura.

DISCUSSION/ANALYSIS

On June 4, 2020, the City of Ventura issued an RFP for an Information Technology
Strategic Plan (“ITSP”), and ThirdWave Corporation (“ThirdWave”) was selected to
complete the strategic plan for the City. ThirdWave is one of the leading consulting firms
in the area of public sector technology strategic planning and has a successful track
record of working with other local government agencies. ThirdWave specializes in
strategic plans for the Information Technology sector and has previously completed over
150 plans for other public agencies. ThirdWave started working with the City of Ventura
on this critical project in late 2020.

ThirdWave has primarily focused on addressing management, operational and technical
challenges that could be mitigated with investments in proven technologies throughout
the project. City staff has worked very closely with ThirdWave to ensure that input from
all levels at the City as well as stakeholders within the community are reviewed and
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included in the ITSP and Roadmap. To do so, ThirdWave reviewed all existing Information
Technology documents as well as interviewed internal staff members and management.
ThirdWave also completed an online staff survey and the public survey in November 2020
to gain the needed input from internal and external stakeholders to complete this project.
ThirdWave and City staff from all City departments also participated in a significant
number of workshops where approximately thirty-one (31) strategic initiatives spanning
management, operational, and technology areas of opportunity were identified. The final
ITSP details all of these initiatives and is the product of a highly collaborative effort that
includes the valuable contributions made by City management and staff.

Staff recommends that the City adopts the ITSP and Roadmap to provide departments
with a comprehensive framework that captures the priorities set by the City departments
and City Council members. The ITSP will help ensure that all citywide technology-related
goals are aligned with existing priorities. The staff also recommends an annual review by
the IT Governance Committee to accurately reflect any short-term adjustments and long-
term initiatives in the strategic plan since the plan has a five-year time horizon. This will
help ensure that any future technology-related projects and investments are sound and
deliver the highest possible value to the City.

The three key recommendations advanced in the ITSP include creating the City’s first
Information Technology department with additional staffing, the adoption of an updated
IT Governance model, and the Project Implementation Roadmap. The ITSP Roadmap is
especially important because it will guide the City’s future technology investments in the
most strategic, innovative, and efficient manner possible.

FINANCIAL IMPACT

The total projected cost for each fiscal year if City Council approves the ITSP and
Roadmap are listed in the below table. The review and approval of the plan do not
authorize any future funding. All future funding will be reviewed, approved, and
programmed into the Information Technology Internal Service Fund (61) through the
annual budget process.

Roadmap 5-Year Estimated Investment

FY 2022-23 | FY 2023-24 | FY 2024-25 | FY 2025-26 | FY 2026-27 | Total
$3,008,560 $2,734,140 | $2,277,120 | $2,300,320 | $2,561,920 $12,882, 060

Prepared by: Louis Arul-Doss, Information Technology Manager
lvijan Day, Management Analyst II
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ATTACHMENTS:
A Information Technology Strategic Plan

B Information Technology Five-Year Implementation Roadmap
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Figure M 2.1: Existing City IT Organization Chart

Findings:

¢ Management Interview Input:
The management interviews revealed a mixed set of ratings relative to IT staff
levels. This item was rated equally Very Good, Good, and Satisfactory and slightly
higher as Excellent.

e |IT Focus Groups Input:
The IT Focus Group revealed the IT department does not currently have the

following IT positions to support existing City systems:
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DBA: the need for data analytics was identified in the project, and IT does not
currently have this classification or staff.

Business Process Analyst: the need for IT to better understand business
process, during IT requirements definition was identified in the project, and IT
does not currently have this classification or staff.

Help Desk: currently unable to support the entire City in a timely manner.
Information Technology Security Officer: someone assigned to monitor
security, putting the City at a disadvantage and risk.

Junior Network Engineer: IT cannot meet the growing demands of the City
network. There is no back up for the one person responsible for this.

Systems Support Analyst: Cannot meet infrastructure needs, servers, back-
ups, storage, and new systems coming online, and cloud-based systems.

The foregoing results in the following:

Lack of timely support

Cannot support data analytics to respond to management/Council requests
Departments launch their own IT projects, which can lead to purchasing
systems that are not the most responsive, or the wrong system

Reduced ability to protect the City against cyber-attacks

A lack of coverage redundancy, loss of institutional knowledge, and lack of
resilience during the pandemic

Reduced ability to support and respond to growing emerging technologies

¢ Online Staff Survey Input:
Limited IT staff was also noted in the online staff survey, for instance:

“IT issues often go ignored or are unable to be fixed because of very limited
staff.”

“They are great at what they do, but are a bit short-staffed at times.”

“There are two people doing GIS for the whole city. Oxnard has an entire team
of GIS staff.”

"IT support at off sites is sometimes difficult to get it done in a timely manner.”
"There is no real support of the Engineering Drawing Management system,
both database and front end.”

“Not enough staff in IT.”

“Would like to see an IT department rep/liaison so IT can better understand our
department's specific needs.”

Recommendations:

e Resource the IT organization with sufficient staff and/or contract support to
effectively support existing and future systems to be deployed in the 5-year ITSP
Roadmap
Update IT Classifications that reflect the roles/responsibilities
Fill existing open positions
Allocate resources as required, as new technologies are deployed

© 2021
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The figure below illustrates the proposed IT organization properly resourced based on the
proposed projects in the plan, so IT can sustain the ITSP over the next five years and beyond.
New staff or contracted resources will be added over 5 years, as financial resources allow.

Figure M 2.2: Proposed IT Organization
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Proposed IT Department resourcing for the 5-year IT Strategic Plan include the
following:

1. Make IT a Department with a Chief Information Officer

e Continue existing role and responsibilities

e Assume span of control management responsibilities overall existing and
future IT functions, supervisors, and staff including:
= Cyber Security: Information Security Officer
= Business System: enterprise and departmental systems
=  GIS Group
» Project Management Team

e Oversee the implementation of existing and new current system
implementations, e.gt., the proposed Enterprise Resource Management
(ERP) finance and human resource system in addition to the
implementation of the IT Strategic Plan

e Assume direct line of communication and coordination with all City
Department heads

e Assume responsibility for IT planning and budgeting

2. Administration, Management Analyst Il (existing position)
IT Budget Management

Contract Management

City Council Agenda Management

Project Management

IT RFP's and Bids

General IT Operations/Administration

3. Information Security Officer
This role is responsible for Cybersecurity management which includes the
following:
e Keeping City technology in Compliance

Monitoring and reporting the threats and violations

Managing the Security Operations Center

Leading the threat and incident response

Researching and working with other regulatory authorities

Researching grants and compose grant applications for the City

4. Infrastructure Group
The infrastructure group is responsible for the following:
o Data Centers
e Servers, Desktops, Laptops, Cell Phones, Field Devices, and Other
Computing Devices
e City Network
e Cybersecurity Implementation
e Telecom
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IT Service Desk
Printers
Implement the recommendation for Cyber Security

Operations: Network Administrator

The City is in need of this additional position to manage the expanding City
network complexity. To eliminate the single point of failure for this critical
infrastructure component. Additionally, this position will also be trained to
support telecom operations, which is also a single point of failure.

Operations: Systems Administrator

This new position will reduce the backlog of existing infrastructure
maintenance projects and operational tasks such as the following:
Upgrading the servers

Backup management

AD administration

AZURE administration

Server patching and maintenance

Project infrastructure support

License management

Other strategic cloud initiatives

Operations: Database Administrator

This role is responsible for database management as well as:
e Performance tuning all the application databases
Troubleshooting the databases

Data backup and restore

Applying database patch management and maintenance
Database administration

Operations: User Tech

The IT Service Desk is in need of additional support to do the following:

e Reduce the workload, backlog, and improve the City help desk
turnaround time

Increase operational efficiencies for the City help desk

Reduce the equipment errors

Install desktop/laptop software, patches, and other needed applications
Prepare and deploy new devices

Fixing and servicing existing user devices

Improve technology service user experience
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e Optimize investments in IT by eliminating the procurement of duplicate
technologies and taking advantage of economies of scale
e Opportunity to do things better, faster

¢ Aligns technologies with City’s business strategy
More efficient and effective City services

IT Funding

Findings:

The management interviews revealed the leadership team has a split perception on
the adequateness of funding IT at the City of Ventura; 41% rate IT budgets and
allocation of resources as “Good,” 41% rate it as “Satisfactory” or “Poor.” Of the three
areas in this question, e.g., Staffing, Technical Knowledge, and Budgets, IT budgets
was the lowest rated.

Recommendations:

e Provide the IT organization the finances, staffing and resources to meet the needs
of the City, but also think outside the box on how to enhance the City experience
and innovation

IT Purchasing Policy

Findings:

The IT Focus Group revealed that systems ordering is time consuming when ordering
systems, peripherals, and computer-related equipment (hours), keeping track of what
goes where, and managing invoices and project coding. This results in wasted staff
time and frustration for IT staff and customers.

Recommendations:
e Articulate a purchasing policy for IT, and/or revisit the City’s existing purchasing
policies and processes to streamline them for IT and the rest of the City

Benefits:
e Staff time savings
e Improved procurement

Training

VM Training [ITFG]

Findings:

The IT Focus Group revealed that City IT staff are responsible for supporting VMware

and their VMware training is not up to date. This results in a lack of knowledge in
some aspects of VMware, IT and the City is not able to adapt to modern technology.
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Recommendations:
e Provide VMware support training to Infrastructure Supervisor, System Specialist,
and Systems Support Analyst on an ongoing basis

Benefits:
¢ Enhanced efficiency, security, and safety

Cloud Technology [ITFG]

Findings:

The IT Focus Group revealed that there is no current training or planning for the use

of cloud technologies. Secondary storage for backup is beyond end of life and the City

needs to find a solution to purchase more storage or move to the Cloud. The IT

organization does not have a plan, or the training, on how this will be approached. This

results in the following:

e The City is moving into the cloud in an ad hoc basis, because there is no plan

e Whoever does the first cloud project, sets the standard for IT, but IT does not know
if that is the best way to do it

¢ End up with separate projects but are not part of an overall cloud strategy

Recommendations:

e Allow IT staff to regularly attend technology summits/conferences on
infrastructure, communications, hardware, etc.

e Provide IT staff training on cloud technologies and solutions

Benefits:

e The City's IT team would have the knowledge, skills, and abilities to implement
and fully leverage IT cloud technologies

e IT could develop plans for leveraging cloud technologies

End User Use & Abuse/Cyber [ITFG]

e The City does not have formal training requirements that staff take on IT systems
e Do not currently have an HR buy on these types of training

e The City used to have training coordinators

The foregoing results in the following:
e The City has experienced financial loss due to a lack of end-user awareness

Solutions:

e Provide more user awareness training on Information Technology on use and
abuse of systems

o All staff using the City network should have mandatory cyber security training

e Provide a broader training platform for Office Automation

e Adopt a training curriculum, and provide it on an ongoing basis (similar to
Harassment training)
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e IT training should be part of onboarding

Benefits:
¢ City staff will be aware of potential attacks and know how to mitigate them
e Staff would be more knowledgeable and productive on City applications

Project Management Training & Best Practices [ITFG, RW 8]

The lack of Project Management standards and best practices was raised in a number
of project tasks, namely the IT Focus Groups and Rapid Workflow® workshops.

Findings:

IT Focus Groups

The IT Focus Group reveal that the IT Department is not using a project management

best practice, and some staff use a homegrown project management method called

Q2PM, which results in the following:

e There is a lack of project planning, requirements, monitoring and managing best
practice

¢ IT does not use industry-standard principles, practices and terminology that is used
by computer vendors or IT consultants

e The current method may not offer the comprehensive project management
framework and lessons learned over decades by existing best practices

Online Staff Survey

The Online Staff Survey revealed the following:

e Project Delivery and Project Management were rated the lowest out of thirteen
types of services IS provides

o Staff comments related to project management included:
= ‘| do the heavy lifting. PM seems to fade from the scene quickly.”

Recommendations:

¢ Provide formal Project Management training based on the Project Management
Institute’s PMBOK (Project Management Body of Knowledge) methodology,
including the Project Life Cycle, Project Management Processes, Project
Management Responsibilities

¢ Training should include project management essentials, not necessarily PMI PMP
training: e.g., project planning, requirements definition, scope of work definition,
building a Work Breakdown Structure (WBS), Scope of Work definition, estimating,
resource allocation, scheduling, project monitoring and closeout

¢ Provide training to all IT staff and any City staff acting as project managers
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Benefits:

Consistency in how projects are executed for the Business

Increased project delivery on/ahead of schedule and on/or under budget
Help to manage and minimize project risks

Ability to better meet customer expectations

Reduced costs from efficiencies

Cost savings by not starting projects that cannot be completed
Improved ability to gauge project status: scope, schedule, and cost
More effective communication

More efficient use of staff resources

Improved IT customer services

Increased likelihood of successful implementation and IT Return on Investment

M7 Change Management

Change Management is the process, tools and techniques used to manage the
people-side of changed business processes and new technologies to achieve the
required outcomes. Change Management ensures effective change with staff and the
wider organization.

Findings:
e IT Manager: The City has change management for production systems, with
meetings chaired by the Business Solution Supervisor every Tuesday
e Online Staff Surveys, with regards to change management for new systems:
= When asked to rate the services provided by the IT organization, City staff
rated “Managing change caused by new technology” as one of the lowest,
40.79% Good and 31.58% Poor
= Representative staff comments in the survey provided the following insights
when asked what areas IT could improve:

o “l know we are seeing changes and they take time. Trying to make these
go smoothly while in an emergency doesn't make it any easier. We can
throw a lot of new technology and software at folks, but if we don't show
them and train them and reinforce the use, it won't be successful.”

o “Sufficient, meaningful training when implementing new software. Training
before the product is rolled out and/or fully functional is meaningless. |
would like to see a series of training opportunities when new software is
integrated. One training on how to use it, then another training opportunity
after you've been using it for a few weeks to get more in-depth, and then a
tips/trouble shooting class after the software has been in use for a few
months”
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Recommendations:

Adopt and implement Change Management Best Practices as ITSP initiatives are
implemented. There are a number of Change Management models which can be
considered. The one on the following page, Figure M 3.1: Proposed IT Change
Management Model, is a common one which incorporates the key components of
an effective Change Management program.

Implement a formal Change Management Process, with the following activities:

Sponsor Roadmap: Identify the sponsor structure, stakeholder roles and
responsibilities.

Communication Plan: Establish and execute a communication plan to
support ITSP initiatives; possible components could include (but not be limited
to) the following:

o Publish an ITSP Newsletter posted on the City’s Intranet, highlighting
current and planned IT initiatives, highlighting how suggestions made by
staff in the ITSP Project are being carried out. Celebrate End User and IT
successes

o Publish an ITSP Newsletter posted on the City’'s Website, notify the public
of planned and ongoing initiatives that will improve customer service.
Celebrate E-Government success stories

o Establish End User Groups of newly deployed technologies

o Encourage and recognize the participation of “Super Users” (staff who
become highly proficient in the use of new technologies)

o Establish City, Community, Business, Regional Government forums to
discuss ongoing and planned ITSP initiatives

Training Plan: Implement the training recommendations in the ITSP,
formalizing an ongoing IT training program for City staff. Develop a curriculum
of classes, prerequisites, and course descriptions.

Resistance Management Plan: Provide feedback mechanisms for staff and

management, such as:

o Suggestion Box or User Tips on the City’s Intranet

o End User Groups (Quality Circles) for different technologies and/or
disciplines

o Implement the recommendations to adopt Business Process Improvement
techniques where end users can work with an IT Business Analyst to
identify new requirements and/or shortcomings and feedback loops on
newly deployed technologies

o Carryout a Post Implementation Evaluation of the ITSP on a yearly basis

o Utilize performance measurement techniques to gauge the progress of the
ITSP implementation

o Make necessary adjustments to planned initiatives based on changing
business and/or service delivery requirements

o Make necessary changes to planned initiatives based on changes or
innovations in technology that significantly affect the return on investment
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Figure M 7.1: Proposed IT Change Management Model
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Benefits:

Change management will allow the City to achieve the following:

* Implement a formal process for facilitating the most efficient implementation of the
ITSP initiatives, via clear executive sponsorship and leadership

e Foster enterprise communication and coordination

e Provide a mechanism to identify and address staff objections and resistance early,
allowing the City to take steps to mitigate concerns and reduce risk before they
become significant issues

e Provide the highest likelihood of success with systems implementations
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5.1 |IT Strategic Plan Roadmap Benefits

The ITSP project identified substantial potential
benefits that could be realized by implementing the
strategy. Qualitative and quantitative benefits were
identified in the Rapid Workflow® workshops.

This information was leveraged to prioritize ITSP
initiatives. A total of two hundred and sixty (260)
potential benefits were identified in thirteen (13)
business process workshops, an average of twenty
(20) benefits opportunities per mission-critical business
process assessed in the project.

May 27, 2021

Section 5

Benefits

The figure on the following page, Figure 5.1.1: ITSP Potential Benefits lists forty potential benefits
that will be derived by approving and funding the ITSP. (The number in the column shown as “#”
indicates the number of times these benefits were identified in all of the Rapid Workflow®

workshops.)

The figure below illustrates the level of magnitude of the potential benefits the ITSP initiatives offer
the City and its constituents, a total of 260 (two-hundred and sixty) operational and service

delivery benefits across the City.

© 2021
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Figure 5.1.1: ITSP Potential Benefits

| Benefits Types #

1 Staff time savings 41

2 Improved efficiencies 41

3 Cost savings 19

4 Enhanced customer service 18

5 Business process improvement 11

6 Reduced errors 11

7 Improved accountability 7

8 Increased use/confidence on ECMS 6 Note:

9 More efficient virtual meetings 6 The “# column indicates

10 Easier to find documents 5 the total ngmber -Of tmes
each benefit was identified

11 Improves image of the City 5 in all of the Rapid Workflow®

12  Improved legal & regulatory compliance 5 workshops.

13  Up to date record retention schedule 5

14  Better ability to respond to issues quickly 5

15 Interoperability with other public agencies 4

16  Eliminate the use of paper 4

17  Staff will be able to do high value work 4

18 Cleaner data 4

19 Reduce contacting Clerk for assistance 3

20 Increased performance metrics/outcomes 3

21  Allow meeting mandates 3

22 Could leverage investment in systems 3

23  Confidence in the spatial data 3

24 Better prioritize resources 2

25  Provide better information to residents 2

26  Reduce calls to vendor 2

27  Reduce staff turn over 2

28  Consistent workload reports 2

29 Improved clarity & transparency 2

30 Improved business controls 1

31 Maintain continuity of operations 1

32 Increase revenue for the City 1

33  Meet CJIS requirements 1

34  Streamline use of GIS 1

35 Reduction in calls to IT Dept. 1

36  Safety and security of connectivity 1

37  Better for economic business community 1

38  Better access to all contracts 1

39  Better reliability 1

40  Better working relationships 1
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Section 6

Appendix

6.1 Glossary of Terms

Term Definition

1. Access Control The term “access control” denotes a technique used to define or
restrict the rights of individuals or application programs to obtain data
from, or place data onto, a storage device.

2. Administrator A role responsible for the day-to-day operation of the corporate
records management policy. The tasks attributed to Administrators
may be divided between several roles, with titles such as Records
Manager, Records Officer, Archivist, etc.

3. As-Is Business Process | Graphical business process model used to depict the existing
Map condition of a business process. Used for the analysis of current
business process steps and activities. Typically produced with input
from business subject matter experts and business process owners.

4. Automated Workflow The tasks, procedural steps, organizations, or people, required input
and output information, and tools needed for each step in a business
process. A workflow approach to analyzing and managing a business
process can be combined with an object-oriented programming
approach, which tends to focus on documents, data, and databases.
This is commonly referred to as ‘Automated Workflow.”

5. Backbone Another term for bus, the main wire that connects nodes. The term
is often used to describe the main network connections composing
the Internet

6. Bulk Load An automatic data import of scanned documents utilizing the
indexing schema attributes for subsequent search and retrieval of
electronic documents/records stored in an ECMS.
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Business Intelligence

(B1)

Often described as "the set of techniques and tools for the
transformation of raw data into meaningful and useful information for
business analysis purposes. Bl technologies are capable of handling
large amounts of unstructured data to help identify, develop, and
create new strategic business opportunities. Bl allows for the easy
interpretation of large volumes of data. ldentifying new opportunities
and implementing an effective strategy based on insights, providing
businesses with a competitive market advantage. Bl technologies
provide historical, current, and predictive views of business
operations. Common functions of business intelligence technologies
are reporting, online analytical processing, analytics, data mining,
process mining, complex event processing, business performance
management, benchmarking, text mining, predictive analytics and
prescriptive analytics.

Business Process
Improvement (BPI)

Business process improvement (BPI) is a systematic approach to
help an organization optimize its underlying processes to achieve
more efficient results. The methodology was first documented in H.
James Harrington's 1991 book Business Process Improvement.

CCTV

Closed-circuit television (CCTV), also known as video surveillance,
is the use of video cameras to transmit a signal to a specific place,
on a limited set of monitors.

10.

Change Management

An approach to transitioning individuals, teams, and organizations to
a desired future state. It focuses on how people and teams are
affected by an organizational transition. It deals with many different
disciplines, from behavioral and social sciences to information
technology and business solutions. In a project management
context, change management may refer to the change control
process wherein changes to the scope of a project are formally
introduced and approved.

11.

Customer Relationship
Management Software

Customer Relationship Management, CRM, entails all aspects of
interaction a company has with its customer, whether it be sales or
service related.

12.

Departmental Software

Software providing functionality specific to a department in an
organization, features and functions not required by any other
department. In government, an example might be a Library
Information System or Police Department 911 system, both systems
which no other departments require. Departmental application
software solves department-specific problems and may integrate
with enterprise systems.

13.

DOD 5015.2

Design Criteria Standard for Electronic Records Management
Applications, DOD 5015.2-STD: A DOD and NARA approved set of
requirements for Electronic Records Management applications.

© 2021
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14.

E-Commerce

E-commerce is business that is conducted over the Internet using
any of the applications that rely on the Internet, including interactive
and transactional functions, e.g., online payments, registration, and
application submittals.

15.

E-Government

A generic term that refers to any government functions or processes
that are carried out in digital form over the Internet. Local, state, and
federal governments essentially set up central Web sites from which
the public (both private citizens and businesses) can find public
information, download government forms, and contact government
representatives.

16.

Electronic Document
Management System
(EDMS)

Functionality to support the computerized management of electronic
and paper-based documents. Associated components include a
system to convert paper documents to electronic form, a mechanism
to capture documents from authoring tools, a database to organize
the storage of documents, and a search mechanism to locate the
documents.

17.

Enterprise Architecture
(EA)

A discipline for proactively and holistically leading enterprise
responses to disruptive forces by identifying and analyzing the
execution of change toward desired business vision and outcomes.
EA delivers value by presenting business and IT leaders with
signature-ready recommendations for adjusting policies and projects
to achieve target business outcomes that capitalize on relevant
business disruptions.

18.

Enterprise-wide

Deployment or use of a single software application throughout all
departments, divisions, or components of the organization.

19.

Enterprise Content
Management System
(ECMS)

An automated system with the functionality to capture, manipulate,
retrieve, and publish the entire inventory of digital assets (e.g., web
pages, office documents, databases, scanned images, digital
photos, digital video, digital recordings, e-mail) created by an
organization.

20.

Electronic Record

The information recorded in a form that requires a computer or other
machine to process it and that satisfies the legal definition of a record
according to section 3301 of Title 44 of United States Code (USC).

21.

Electronic Records
Management System
(ERMS)

A collection of hardware, software, staff, policies, and procedures
that work in concert to enable an agency to effectively manage
records electronically. A software product that identifies, classifies,
and disposes of records according to specified records disposition
policies.

22.

Enterprise Resource
Planning System (ERP)

Business management software that allows an organization to use a
system of integrated applications to manage the business: e.g.,
Finance, Human Resources, Asset Management, Customer
Relationship Management, Project Management, Business
intelligence, to name a few.
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23.

Enterprise Software

Enterprise applications (e.g., CRM, ERP, BI) assist an organization
in solving enterprise/City-wide problems. They integrate with other
enterprise systems.

24,

E-Services

The concept of e-service (short for electronic service) represents one
prominent application of utilizing the use of information and
communication technologies (ICTs) in different areas.

'E-Service constitutes the online services available on the Internet,
whereby a valid transaction of buying and selling (procurement) is
possible, as opposed to the traditional websites, whereby only
descriptive information is available, and no online transaction is
made possible.'

25.

Ethernet

A local-area network (LAN) architecture that uses a bus or star
topology and supports data transfer rates of 10 Mbps.

26.

Fiber Optics

A high-bandwidth transmission technology that uses light to carry
digital information. One fiber telephone cable carries hundreds of
thousands of voice circuits. These cables, or light guides, replace
conventional coaxial cables and wire pairs. Fiber transmission
facilities occupy far less physical volume for an equivalent
transmission capacity, which is a major advantage in crowded ducts.
Optical fiber is also immune to electrical interference.

27.

File Plan

A document containing the identifying number, title, description, and
disposition authority of files held or used in an office.

28.

E-Forms

Program development tools that build applications by designing
electronic forms for data entry, update, or processing. Electronic
forms are generally designed with visual programming tools that
allow fields, buttons, and logos to be drawn directly on screen.

29.

E-Signatures

An electronic sound, symbol, or process attached to or associated
with a contract or other record and used as the legal equivalent of a
written signature.

30.

Geographic Information
System (GIS)

GIS is a collection of computer hardware, software, and geographic
data for capturing, managing, analyzing, and displaying every form
of geographically referenced information, often called spatial data.

31.

Image Capture
(scanning)

A process whereby documents are scanned into a system and stored
electronically. Imaging is the digital capture, storage, manipulation,
and delivery of copies of digitized originals, which may be texts,
manuscripts, pictures, or other information types.

32.

Infrastructure

An enterprise's entire collection of hardware, software, networks,
data centers and facilities used to develop, test, operate, monitor
and/or support information technology services.

33.

Interoperability

The ability of software and hardware on different machines from
different vendors to share data.

© 2021
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34. | Internet Service Provider | Refers to a company that provides Internet services, including
(ISP) personal and business access to the Internet.

35. | IT Governance The processes that ensure the effective and efficient use of IT in
enabling an organization to achieve its goals. IT demand governance
(what IT should work on) is the process by which organizations
ensure the effective evaluation, selection, prioritization, and funding
of competing IT investments; oversee their implementation; and
extract measurable business benefits. ITG is a business investment
decision-making and oversight process, and it is a business
management responsibility. IT supply-side governance (how IT
should do what it does) is concerned with ensuring that the IT
organization operates in an effective, efficient, and compliant
fashion, and it is primarily a CIO responsibility.

36. | ITS Short for Federal Intelligent Transportation Systems, it is a broad
range of wireless and wired communications-based information and
electronics technologies that are integrated into the transportation
system and in vehicles themselves. ITS is made up of 16 types of
technology-based systems.

37. | Life Cycle The records life cycle is the life span of a record from its creation or
receipt to its final disposition. It is usually described in three stages:
creation, maintenance and use, and final disposition.

38. | Metadata In the context of records management, meta-data is the structured
or semi-structured information which enables the creation,
management and use of records through time and within and across
domains in which they are created.

39. | Open Data The idea that some data should be freely available to everyone to
use and republish as they wish, without restrictions from copyright,
patents or other mechanisms of control. The goals of the open data
movement are similar to those of other "Open" movements such as
open source, open hardware, open content, and open access. The
term "open data" is recent, gaining popularity with the rise of the
Internet and World Wide Web and, especially, with the launch of
open-data government initiatives such as Data.gov and Data.gov.uk.

40. | Optical Character The recognition of printed or written text characters by a computer.
Recognition (OCR) This involves analysis of the scanned-in image and then translation
of the character image into character codes, such as American
Standard Code for Information Interchange (ASCII). OCR is applied
to image (raster) files to create text-searchable files.

41. | PBX System A private branch exchange (PBX) phone system that's delivered as
a hosted service, typically by one of the major telephone companies.
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42. | Portable Document This format is proprietary to Adobe Inc. and is widely used as a de-
Format (PDF) facto data exchange method.

43. | ThirdWave Rapid US Patent 8615423 B1l: A method of rapid workflow process
Workflow Process modeling, which is established according to a triangulation principle.
Modeling® The method integrates issues of management, operation and

technology including information technology that are three
fundamentals of a triangulation principle to characterize challenges
and opportunities for process improvement of any organization
including military units, governmental agencies, and public and
private business sectors. Specifically, the method is comprised of
seven steps such as the As-Is process mapping, problem
statements, impact statements, solution statements, benefit
statements, To-Be process mapping and cost benefit analysis for
generating a quantitative projection of the business cost reduction.
Application of the method is able to comprehensively and effectively
address challenges and opportunities for all aspects of the
organizational process improvement.

44. | Record The information, regardless of medium, that details business
transactions. Records include all books, papers, maps, photographs,
machine-readable materials, and other documentary materials,
regardless of physical form or characteristics. Records are made or
received by an Agency under Federal law or in connection with the
transaction of public business. Records are preserved or
appropriate for preservation by that Agency or its legitimate
successor as evidence of the organization, functions, policies,
decisions, procedures, operations, or other activities of the
Government, or because of the value of data in the record.

45. | Records Manager Individuals who are responsible for records management
administration.

46. | Retention Period The length of time that a record must be kept before it can be
destroyed. Records not authorized for destruction are designated for
permanent retention. Retention periods for temporary records may
be expressed in two ways:

o A fixed period from the time records in the series or system is
created. Normally, a fixed period that follows their regular cutoff
dates. For example, the phrase “destroy after 2 years” provides
continuing authority to destroy records in a given series 2 years after
their creation (normally 2 years after their regular cutoff date).

o Afixed period after a predictable event. Normally, a fixed period
following the systematic cutoff applied after completion of an event.
The wording in this case depends on the kind of action involved.
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47. | Retention Schedule A plan for the management of records listing types of records and
how long they should be retained by the organization for business
purposes; the purpose is to provide continuing authority to dispose
of, transfer, or archive records.

48. | SAN A Storage Area Network (SAN) is a network that provides access to
consolidated, block-level data storage. SANs are primarily used to
enhance storage devices, such as disk arrays, tape libraries, and
optical jukeboxes, accessible to servers so that the devices appear
to the operating system as locally attached devices.

49. | Service-Oriented An architectural pattern in computer software design in which
Architecture (SOA) application components provide services to other components via a
communications protocaol, typically over a network. The principles of
service-orientation are independent of any vendor, product or
technology, Services can be combined to provide the functionality of
a large software application.Bl SOA makes it easier for software
components on computers connected over a network to cooperate.
Every computer can run any number of services, and each service
is built in a way that ensures that the service can exchange
information with any other service in the network without human
interaction and without the need to make changes to the underlying
program itself.

50. | Taxonomy The study of the general principles of scientific classification:
systematics; classification; especially orderly classification of plants
and animals according to their presumed natural relationships.
Taxonomy is a high-level, hierarchical classification for documents
and records that facilitates the management (storage, access,
retrieval, revision, archiving, and disposition) of recorded information
throughout its life cycle. A taxonomy is a living document that
changes as the work within the company changes. It is never final
because organizations constantly change their content types,
processes, and organizational structures.

51. | ThirdWave Strategic ThirdWave's Strategic Planning Triangulation methodology is a
Planning Triangulation® powerful technique that facilitates validation of data through cross
Methodology verification from two or more sources. This is accomplished by the

collection and synthesis of data from three: Management
perspective (Organizational, policy and finance), Operational
perspective (business process and practices), and Information
Technology perspective (enterprise-wide systems). In particular, it
refers to the application and combination of several research
methods in the study of the same phenomenon to produce
comprehensive and thorough strategies based on a compelling
business case.
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52. | To-Be Business Process | Graphical business process model used to depict the future state (To-
Map Be) condition of a business process. Used for the design of
reengineered business process steps and activities. Typically
produced with input from business subject matter experts/business
process owners.

53. | Waterfall Methodology The waterfall model is a sequential design process, used in software
development processes, in which progress is seen as flowing
steadily downwards (like a waterfall) through the phases of
conception, initiation, analysis, design, construction, testing,
production/implementation and maintenance.

54. | Web Browser Web browser is a software application used to locate, retrieve, and
display content on the World Wide Web, including Web pages,
images, and video.

55. | Wi-Fi Wireless-Fidelity certification mark issued by the Wi-Fi Alliance to
certify that a product conforms to the 802.11b, g and a standard for
WLANS.

56. | XO ISP Bandwidth Bandwidth Shaping. The process of manipulating, managing, or

controlling (shaping) portions of a network connection to the outside
world and determining an allowed bandwidth consumption based on
types of activities. The term is commonly used in conjunction with
Internet Service Providers (ISP), where it refers to a tool that is used
to limit or direct bandwidth consumption by users.
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Section 1

Introduction

1.1 Introduction to the ITSP Implementation Roadmap

This document provides the City a five-year IT Strategic
Plan (ITSP Roadmap), including the prioritized phased and
implementation of Information Technology initiatives. The
ITSP addresses the acquisition and implementation of
strategic business technologies, in addition to addressing
the sustainability of the ITSP Roadmap with IT human
resources.

Volume 1 of the ITSP document articulates "what" should
be undertaken. This document is a management tool that
defines "when" ITSP Roadmap initiatives might be carried
out and at what investment.

As with any planning document, the ITSP Roadmap should be revisited and refreshed on a yearly
basis. Updates should consider changing circumstances in a variety of areas: e.g., City
organization, community demographics, emerging Information Technologies, and fluctuations in
the state of the economy.

The following pages lay out a pragmatic ITSP Roadmap that will ensure the successful
deployment of initiatives, reflects sound investments in technologies and addresses the following:

e The criteria used to prioritize ITSP Roadmap Initiatives;
¢ Implementation Roadmap over a 5-year timeline; and,
e Resources required to sustain the ITSP implementation.

ITSP Implementation Roadmap
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1.2 ITSP Vision, Mission, and Values

The following outlines the City's ITSP Roadmap vision,
mission, and values:

Vision

Provide a comprehensive roadmap fostering the use of
proven state-of-the-practice Information Technologies in the
most strategic, innovative, cost-effective, and efficient
manner possible to support internal City operations,
extraordinary customer service delivery, civic participation,
and community wellbeing.

Mission

Ensure IT investments and strategic business technologies are customer-focused, sound, and
deliver the highest possible value to the City and its constituents.

Implementation Values

ITSP initiatives are guided by three values integral to everything the IT organization does:

Excellence:

Transparency:

Innovation:

© 2021

Lead with a clear vision, communicate, form partnerships, and take full
ownership and responsibility in fulfilling our mission. Our information
technology work is relevant, timely, and delivered with superior customer
service that reflects our commitment to collaboration and the highest standards
of quality.

Uphold a standard of transparency, accountability, and reliability. We
conscientiously run our IT operations to promote a City workforce that is worthy
of the public trust.

Constantly seek new ways to accomplish our work through efficiencies and
collaboration to generate extraordinary transformative results. We are
dedicated to delivering creative, innovative and forward-looking technology
solutions.

ITSP Implementation Roadmap
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1.3 ITSP Roadmap Framework

The ITSP Roadmap will foster a transformative framework for how the City leverages its
Information Technologies, embracing Information Technology as a strategic enabler, embedding
it as a critical and fundamental component in all the City does. The City will continue to ensure
the application of Information Technologies stays aligned with, and supportive of, efficient and
responsive delivery of services to all City's customers — commuters, businesses, and visitors.

By aligning Information Technology in support of the City's business and service delivery
processes, the City will become a more agile organization that is better able to support the City's
business model and beachside community. Moreover, the ITSP Roadmap will allow the City to
leverage emerging and evolving technologies. Through investment in IT, the City will develop and
implement innovative and cost-effective approaches for improving the quality and delivery of
needed services.

1.4 ITSP Roadmap Objectives

The objectives of the ITSP Roadmap are to:

o Develop high performance and reliable Citywide IT infrastructure to support the dynamic
requirements of the City;

¢ Align the City's IT initiatives with the City's strategic plans while ensuring the City's
responsibilities and priorities are recognized and taken into account;

e Invest in IT systems based on a rational and impartial assessment of both quantitative and
gualitative benefits and a realistic assessment of project costs, benefits, and risks;

¢ Reduce the cost of operations and service delivery while improving the quality of services
delivered to customers through responsible IT investment; and,

e Deliver IT services internally to the City and externally to the City residents in a cost-effective
manner.

1.5 ITSP Roadmap Guiding Principles

ThirdWave recommends the City adopt a new set of guiding
principles related to the implementation of Information
Technologies. Many of the following have not historically
been in place due to the City's size and limited number of IT
staff resources.

ThirdWave recommends the following principles be adopted
for implementing the ITSP Roadmap:

ITSP Implementation Roadmap
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Embrace technology as a strategic enabler and utilize IT to improve
the way all City staff perform their jobs and deliver services to
residents and businesses.

Foster effective communications between the City and the public to
keep all parties, e.g., residents, business, and visitors, informed on
the progress of ITSP initiatives. The City will keep the public
informed on the use of technology in the City via its website and
other means.

Adopt a formal management process to ensure that IT initiatives
across all City Divisions are properly vetted by the IT organization
for consistency with the ITSP Roadmap, IT industry best practices,
emerging trends, are fiscally sound, and are effective in improving
operating efficiencies and customer service prior to proceeding with
them.

Encourage an enterprise approach when procuring, implementing,
and managing the City's Information Technologies. The City will
utilize state-of-the-practice technology, ensuring investments are
effectively leveraged across Divisions, business units, and
customers while employing economies of scale wherever possible.
Information Technologies will foster cost containment and/or the
highest return on investments possible.

Create an environment that encourages accountability through
service level agreements, performance measures/metrics, and
individual responsibility, including the City IT staff and contracted
service providers.

Implement contemporary but proven technologies that maximize
future options by emphasizing open standards. Applications should
use Commercial Off-the-Shelf software wherever possible and
should be web-based, wireless-ready, employing a Service
Oriented Architecture, and GIS compatible, where appropriate and
applicable.

Decisions regarding funding for future technology initiatives should
be based on a Business Process Improvement assessment using
a formal and standard Continuous Improvement methodology. The
resulting data will be used to produce a comprehensive business
case that takes both tangible and intangible costs and benefits of
the project into account.

ITSP Implementation Roadmap
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1. Leadership

2.  Communications

3. IT Governance

4. Enterprise Approach
5. Accountability

6. Proven Technology
7. Efficiencies
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8. Strategic Investments IT assets, systems, skills, and support operations will be viewed as

9. Partnerships

10. Accessibility

© 2021

strategic investments that are critical in attaining internal City-wide
business operational effectiveness and external service delivery
objectives.

The City will maintain partnerships with outside Information
Technology firms, consultants, and regional government
organizations to undertake collaborative efforts in the provision of
information and services and obtain expert advice and knowledge
of IT trends.

Implement Information Technology that provides all internal and
external customers easy and timely access to online information
and services. The City will strive to make data available for the
benefit of the public, subject only to the need to protect the privacy
of individuals.

ITSP Implementation Roadmap
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Section 2

ITSP Initiatives

2.1 Technology Initiatives

The IT Strategic Plan Volume | identified management,
business process, and technology solutions for enhancing
the City's organization and service delivery environment
over the next five years.

The initial list of potential ITSP Roadmap initiatives was
consolidated, reduced, and prioritized in this document,
bringing the final number to thirty-one (31) technology
initiatives. The final list offers a list of actionable
recommendations related to five Information Technology
categories: infrastructure, hardware, departmental software,
enterprise software, IT operations, and management
policies and practices.

Some solutions in the Volume 1 document, not contained in this document, include operational
and/or policy recommendations related to the use, operation, and management of the City's IT
portfolio. These are activities the IT organization is chartered to provide on an ongoing basis.

IT solutions identified in the requirements definition phase of the project were vetted to produce
the final list used in the prioritization process. Information Technology initiatives are described in
some detail in Volume 1: ITSP Findings and Recommendations document, March 31, 2021, which
will act as a reference document over the five-year duration of the ITSP Roadmap.

ITSP Implementation Roadmap
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2.2 Prioritization Criteria & Process

The ITSP Roadmap initiatives were processed through a
prioritization model that includes a range of performance
parameters aligned with common municipal business objectives
and tangible internal/public benefits. The criteria were used by
the City/ThirdWave Project Team to identify a preliminary
sorting of initiatives. A final prioritization was carried out taking
into account technology prerequisites, related applications,
optimum sequencing of IT initiatives, and investment balancing.

The figure below describes the criteria employed to prioritize ITSP Roadmap initiatives, using a
weighted rating system as described below.

Figure 2.2.1: ITSP Implementation Roadmap Initiative Prioritization Criteria

Business Case Benefit Rating

5 High: Provides significant benefits to internal operating efficiencies and extraordinary
customer service.

3 Medium: Provides some benefits to internal operating efficiencies and very good customer
service.

1 Low: Provides limited benefits to internal operating efficiency and good customer
service.

Prioritization Application of Criteria

1. Internal or External ITSP Requirements
e The number of times an initiative was identified in the requirements definition phase of
the project, including the Rapid Workflow® workshops, Management Interviews, Online
Staff Survey, and/or IT Focus Groups;
e Provides the architecture and infrastructure required to implement other key projects;
e Facilitates collaboration; and/or,
¢ Provides an enterprise solution, highly leverageable, benefiting the City as a whole.

2. Improved Staff Productivity
e Staff time savings;
e Fosters internal operating efficiencies;

¢ Improves organizational practices, aligning them with enterprise/departmental goals;
and/or,
e Enhances the ability to share data.

3.  Remote Access
e Provides ability for telecommuting in the event of a natural or manmade disaster,
improving resilience;
¢ Ability to continue uninterrupted service delivery; and,

ITSP Implementation Roadmap
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